
 
 

Hosting Benefits 

 
 

����  Customer Suppor t 
Comprised of three support levels, CareCentric provides Customer Support via telephone, Email and Fax and is 
available 24/7/365. 

  

����  Server  Patch Management    
Using Microsoft Windows Server Update Services enables CareCentric to deploy the latest Microsoft product 
updates our servers allowing our administrators to fully manage the distribution of updates that are released through 
Microsoft Update to the network. Patch management involves acquiring, testing, and installing systems and security 
patches (code changes) to the servers. Patch management tasks include: maintaining current knowledge of available 
patches, deciding what patches are appropriate for particular systems, ensuring that patches are installed properly, 
testing systems after installation, and documenting all associated procedures, such as specific configurations 
required. 
 

����  CareCentr ic SAS70 Type I I  Audit    
A SAS 70 examination signifies that a service organization has had its control objectives and control activities 
examined by an independent accounting and auditing firm. A formal report including the auditor's opinion is issued 
to the service organization at the conclusion of a SAS 70 examination. Type II audits samples and tests the 
efficiency of these controls over a 6 month period to reasonably assure that they are working correctly where a Type 
I audit only lists the controls. 

 

����  Data/File Storage Backup and Recovery 
CareCentric maintains space in the Quality Technology Services co-location facility housing all systems necessary 
for hosting CareCentric’s enterprise and customer applications.  These applications are spread over many servers 
running both CareCentric and third-party applications.  Each offering is tailored to each customer and includes many 
applications ranging from SQL-based databases, Exchange-based email system, and even simple file shares.  
Because of the uniqueness of this offering, many customers have systems that are dedicated to their use and are not 
shared resources with the enterprise.  CareCentric maintains backups of customer data on many mediums such as 
hard disk drives (HDD) and magnetic tape backup devices.  With security and longevity in mind, the CareCentric 
data protection policy ensures timely data backups that will be available well into the future for business continuity, 
disaster recover, and legal compliance purposes. 

The CareCentric datacenter houses a Symantec Backup Exec (formerly VERITAS) server.  This server manages an 
Overland 4100 tape library, as well as a disk-to-disk volume (Data Domain), and the software necessary to connect 
to the enterprise systems.    



 
 

The backup server is an HP DL360 G4p 1U rack mount server running Windows Server 2003 Standard Edition.  It 
currently is running version 10d of the Backup Exec software.  The Overland 4100 has 4 LTO3 tape drives and 60 
slots to hold media.  Additionally 2 mail slots are available for adding or removing media without interrupting 
backup operations.  The Overland 4100 is connected via SCSI HBA installed in the backup server.  The disk-to-disk 
volume is a 27 TB LUN off of the Data Domain.  It is connected to the backup server via an Ethernet connection.   

Full backups are performed daily to the Data Domain Disk vault. The management of these backup jobs is 
performed using Symantec’s Veritas Backup Exec.  Disk-to-Disk backup jobs can backup / restore in multiple 
parallel sequence. The Disk-to-Disk backup solution is the first layer in the backup paradigm providing a more 
reliable solution. Disk-to-Disk backup solutions have a far lower failure rate than disk to tape solutions.   

Backup job results are reviewed on a daily basis. Failed jobs are troubleshot and immediately re-run. The 
Symantec’s Veritas Backup Exec management solution provides emailed alerts on failed or missed jobs.  
 

����  Desktop Asset/Patch/Virus/Spyware Management 
Virus Scanning Management, using Microsoft's Forefront Security helps guard against emerging threats, such as 
spyware and rootkits, as well as traditional threats, such as viruses, worms, Trojan horses and Operating System 
Patch Management. Using Microsoft Windows Server Update Services enables CareCentric to deploy the latest 
Microsoft product updates our servers allowing our administrators to fully manage the distribution of updates that 
are released through Microsoft Update to the network. Patch management involves acquiring, testing, and installing 
systems and security patches (code changes) to the servers. Patch management tasks include: maintaining current 
knowledge of available patches, deciding what patches are appropriate for particular systems, ensuring that patches 
are installed properly, testing systems after installation, and documenting all associated procedures, such as specific 
configurations required. 



 
 

 

CareCentr ic Data Center  - Suwanee, Georgia 
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Data Center  facility 
303,000 sq. ft. footprint 

376,000 sq. ft. total enclosed space 
 

�  Tilt-up concrete structure with reinforced steel.  

�  Dual reinforced roof; 85MPH wind rating.  

�  Large truck (18 wheeler) docks and small truck docks are able to 

support all of your shipping requirements.  

�  Secured receiving area designated for customer owned equipment.  
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Floor  space 
�  168,000 sq. ft. of 48”  raised floor 
�  Raised floor supports 6,000 lb four-point load. 
�  130 cubes, 49 private offices, 3 conferences rooms and common areas available  
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Communications 
�  Diverse SONet Fiber access from Deltacom, Time Warner Telecom, Atlanta Gas 

Light Networks and AT&T. Internet access from InterNap and ITC^DeltaCom, 
providing peering with more than 10 Tier-IBackbones. 

�  From low speed 56kbps to optical carrier level services are available.  

�  Copper or fiber access to carrier bandwidth using cable management trays throughout 
building.  

�  Multiple secure entrances into building including multiple COredundancy and fiber 
access to primary carriers. 
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Network Operations Center  
24x7x365 Monitoring of data center facil ity providing “Eyes and Hands”  via the 
8000 Square Foot Operations Center 

 
 
 
 
 
 
 
 
 



 
 
 
 
Power  
�  Underground, encased in concrete from the substation to our site.  

�  Essential (UPS) Power – Six 1800 KVAHitec rotary constant power units 
supply up to 7.2 MW of power to the data floor with one unit redundant. Six 
2250 KW Caterpillar generators backup a 10 MW Active Power UPSsystem 
with one redundant 1 MW UPSmodule and one redundant 2250 KW Cat 
generator, all without the need for batteries.  

�  8MW Liebert N+1 UPSSystems. These 3 world-class UPSsystems total 25 
MW of UPSpower for the building. 

�  Critical (non-UPS) Power – Six 2.0MW Caterpillar generators backup 
critical systems such as chil ler plant, data floor lighting, and  
office space.  

�  Fuel - 84,000 gallons capacity of diesel fuel on site w/ refueling contracts. 
48-72 hours at max load.��
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Cooling 
�  N+1 Chiller plant. Over 200-30 ton Lieberts provide air flow to over 176,000 sq. 

ft. of raised floor space. Redundant piping systems for chilled fluid. �
�  Air temperature above floor is maintained at 70° �  5° with humidity at 50% �  

5%.�
�  Leak detection under all raised floor.�

�  Drains are uti lized to remove any water from under floor �
�
�
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Fire Protection  
�  Smoke sensors above and below raised floor. 

�  Very Early Smoke Detection Apparatus provides the earliest possible warning of a potential fire event by detecting 
smoke particles at the incipient (first) stage of fire. 

�  Pre-action dry pipe system requires alert from two sensors, which activates pipe fill and a final stage when the 
temperature exceeds thresholds. FM200 Fire Suppression used in Transport and selected areas. 



 
 

 
Schematic of Technical Environment 

 
 
 



 
 
 
 

Technical Components 

 

Redundant Architecture – CareCentric built out its state of the art Datacenter with redundancy and failover in 
mind.  While having dual paths to the internet it also has dual equipment in all major infrastructure areas to 
firewalls, switches, and servers. 

Remote Access – CareCentric’s datacenter can be accessed from virtually anywhere in the world.  We provide and 
implement managed, secure, remote access to applications and data.  With CareCentric, you can securely access and 
manage information, data and applications across all platforms, networks and devices. 

Backups – CareCentric understands the importance of backups so we have built a solid backup foundation using 
currently technology.  Backups are done nightly and are moved to a disk to disk unit where they are held for 
multiple weeks.  A copy is also sent offsite to a vault weekly to ensure the data is kept safe and stored in case of any 
emergency. 

Server  Clusters – CareCentric uses the latest technology to provide adaptive layer 7 load balancing to terminal 
Services.  This technology allows us to provide an enhanced user experience by directing user to lesser used servers 
when the log in. 

E-Mail/Messaging – CareCentric provides hosted email to clients as well as other mobile messaging solution.  
Users can choose from BlackBerry, Goodlink or Microsoft Active Sync with most all mobile devices.  Users can 
also access e-mail from anywhere with Microsoft’s Outlook Web Access. 

File Services – CareCentric has taken protecting your data to the next level.  On top of constant backups a fully 
redundant file services architecture was built using the latest Microsoft tools such as Domain File Services (DFS) 
and File Replication Services (FRS).  CareCentric uses dual fiber attached Storage Are Networks (SAN) to ensure 
stability. 

Infrastructure Technology – CareCentric provides 24x7 monitoring of all components on the WAN as well as a 
customer portal to view your specifics equipment.  Printing is ensured using a combination of 3rd party printing 
software along with dedicated print servers.  Active Directory is deployed to provide a high level of security and 
ease of management for all clients. 

 

 

 

 

 

 


